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Spam Outbreak.

Relax.
Conl!dently.

virtual Spam prevention

Virtual Spam Prevention.

Spam, Phishing, Malware and Viruses are by now well-known words that has become part of our evesyetaydifend

the Internet has grown to become a vital tool for making business, they have moved from being an annoying phenomenon 1
pose a serious threat to any organization. Introducing the VSP, we provide the technology to tame the mail Bow; in small bu:
nesses as well as enterprises and large organizations.

Plug and Play Delivers Genuine Mall

Be impressed beyond the technical specifications. Gain
peace-of-mind knowing all valid e-mails are delivered. You

can trust it to deliver wanted e-mails, block spam, delete in
fected and malicious attachments and protect from phishing
attempts. The VSP detects spamming behavior rather than
content, providing a near-zero false-positive rate.

The truly stunning SMTP gateway. This amazingly
scriptable, Rexible, integrate-able mail security prodt
is used by hosting providers and e-mail washing ser
ices, small and large companies, state and governm
tal organizations. It prevents spam and viruses from
entering inboxes, and by fuzzy-logic sighature based*™
detection, it also detects zombies inside you network,.

Full Control, for Everyone
[tOs all about Connection

For the first time ever: enterprise quality

Block about 80% of the spam messages at connection level, and
protect your mail servers from zombie attacks and virus out
breaks at the same time.The VSP handles outbreaks, mail bursts
and DDoS-attacks thanks to GlobalView, Rate Control and and

scanning for everyone. The most Bexible
platform you have seen. Do not give
your messages away to a third-party.
Gain control. Know that your genuine

advanced SYN-handler. messages are delivered.

Outbound Mode
Behavior Filtering
Layer 3 Filtering

Virus and Malware
I I 1 I

Prevent infected clients from spreading viruses, or acting open relay, for the sake of your reputation
Stop looking for genuine messages in the spam folder; the VSP look at behavior rather than conten
The VSP features GlobalView Zombie Network protection, blocking around 80% at connection-level
Truly effective bltering, blocking spreading network, detecting outbreaks with attachments, and featt
KasperskyOs award-winning malware protection engine.



Technical specilcations
v yes | infinite 4+ upgradable

Spam Prevention

! ! ! ! Description

Commtouch GlobalView! Superior IP Connection (Layer 3) Outbreak Protection! ¢
Outbreak Detection (RPD)!  High Accuracy Real Time Recurrent Pattern Detection! ¢
Text Pattern Analysis! ! Proven Community-based Pattern Analysis! ! !
Real Time Blacklists! ! DNS and RBL Blacklist Lookups!! ! ! ’
Sender Policy Framework! Scriptable SPF Determination! ! ! ! }
DSN Spam Protection! ! Functions to block DSN spamming! ! ! !

Malware Prevention

! ! ! ! Description

Commercial AntiVirus! ! Industry Leading which Cure Attachments, Archives, ete!!
Free AntiVirus! ! ! Community-based Clam AV Alternative!! ! !
Virus Outbreak!Detection! Real Time Recurrent Pattern Virus Detection! ! !
Security

! ! ! ! Description

SYN Flood Protection! ! Denial of Service Protection of SMTP Servers! ! )
DDoS Protection! ! Rate Control based DDoS Protection! ! ! !
Fine Grained Access Control!  Strong Firewall Policies for Access Control! ! i
H/OS 2.0! ! ! In-house Security Hardened Operating System! ! !
Strong Encryption! ! All major Encryption and Authentication Schemes! !
Capabilities

! ! ! ! Description

MX Transport! ! ! Custom Transport Tables for Proxy/Relay Mode!! !
Outbound Mode! ! Detect Spam Outbreaks from within your Network! !

Any Domain Acceptor! ! OOpen RelayO Mode, conbgure access using scripts! !
Max Users ! | ! Number of Recipients (25-unlimited)! ! ! I+
Transports/Servers | ! Number of Transports/Servers! | ! ! I
Flexibility! ! ! Fully conbgurable per listener or domain, with scripts! ¢
Processing Flow Charts! ! Flow-Chart based Processing conbguration! ! !
Flow Chart Scripting! ! Advanced H/OS Scripting Language (see wiki.halon.se)t !
Content Filtering! ! File Type/MIME/Header/etc Script Filtering! ! !
LDAP Support!! ! Perform recipient (Pnd) or username (bind) lookups! !
SMTP Lookup Support!! Perform recipient or username/password lookups! !
VLAN and Routing! ! Full Featured Network stack with VLAN, routing, etc! !
H/ANYPORT Ethernet!! Interface Conpbguration!! ! ! ! !
Domain and Users Aliases! Administrator/User Managed Object Consolidation! i
Graphs, Reporting, etc! ! AJAX Graphing, Diagnoses and Monitoring ! ! !
Controllability! ! ! Open SOAP interface to entire operating system! !
Syslog and SNMP! ! Open standards for Rexible reporting and statistics! i
Stackable & Synchronization ! Use several units to cope with the most extreme demands!
Quarantine! ! ! Per User/Admin Web/Mobile Quarantine Storage! !
Quarantine Reports! ! Multi-select messages to release/delete in the report!
Remote Storage! ! Use an NFS share as Database and Quarantine Storagég!!

Recommendations
A computer/server with the following specibcations is recommended as virtual machine host.

Host* VMware ESX Citrix Xen VMware Player, Server 2,Workstation
Processor! ! ! 2 GHz!'! 2 GHz!'! 2 GHz
Memory! ! ! 2GB! ! 1GB! ! 1GB

* One of the virtualization products mentioned above is required in order to use the VSP



